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NACo CYBERATTACK SIMULATION

In response to the growing threat landscape and complexity of the interdependent and networked business
of counties, the NACo County Tech Xchange is partnering with the Professional Development Academy and
their community of CISOs, CIOS, risk managers and cyber leaders to launch cyberattack simulation training.

The NACo Cyberattack Simulation is a reality-based simulation that prepares county risk leaders for
cyberattacks by assessing counties' current state of readiness and identifying gaps. This simulation will help
attendees evaluate their incident response procedures and tools and guide them in developing a detailed

cyberattack response strategy.

COURSE OBJECTIVES:

° Provide a certified test of incident
management plans.

° Baseline current cybersecurity and risk
management work capabilities.

° Strengthen the leadership skills of managers
responsible for risk planning and incident
resolution.

° Improve the quality of the incident
management plans and playbook details.

° Develop immediate action plans to
strengthen people, process, and technical
security controls.

WHO SHOULD PARTICIPATE?

The NACo Cyberattack Simulation is designed for
cybersecurity managers, their teams and those
responsible for risk defense, protection, and
recovery, including HR, policy management, finance,
public safety, and emergency services.

WHAT IS THE TIME COMMITMENT?
30-60 minutes per day for one week. Activities can
be completed on the participants’ schedule and
accessed online anywhere.

WHAT IS THE COST?

The retail price of the one week Cyberattack
Simulation is $795 per enrollee; however, the
simulations are fully sponsored for all counties,
bringing your price down to no cost.

UPCOMING DATES & TOPICS:
December 2023

Employee Management
February 2024

Medical Ransomware

June 2024

Supplier Management Access
September 2024

Financial Access

December 2024

Cloud Security

TESTIMONIALS:
“This program is a MUST HAVE for cyber
leaders. The simulation provides direct and
immediate benefit.”
- Bernie B., Director of Homeland
Security

“The Cyber Simulation was a great exercise.
Before | started this, | had reservations that |
wouldn't be technical enough for it however it
proved me wrong and | thoroughly enjoyed
this program and | highly recommend this
course. | am highly recommending this
program to my manager and colleagues.”

- Sharon G., Cyber Security Project

Manager
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To learn more or enroll email: moderator@pdaleadership.com



