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I Cyber Security Issues and Trends
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2018 Atlanta cyberattack

From Wikipedia, the free encyclopedia

This page's infobox may require expansion, verification, or otherwise need cleanup. Please make
S\~ sure that the infobox meets Wikipedia's guidelines for infoboxes. There might be relevant comments on
/ the talk page. You may also want to view the infobox template page to view the full parameter list and read
guidance on usage of that infobox. (Nevember 2018)

The city of Atlanta, Georgia was the subject of a massive cyberattack which began in March 2018.12] 2018 Atlanta cyberattack
Th~ ke -aoognized the attack on Thursday, March 22, 2018,['1%] and publicly acknowledged it was a
s Q e attack.

Date 22 March 2018!"

News Politics County by County Thingstodo Life Sports More

40° Search Location Atlanta, Georgia, United Stales
nta's national importance as a transportation and economic hub, the attack received wide Type Cyberattack
Subrerbeliow 199" land was notable for both the extent and duration of the service outages caused. Many city Theme Ransomware encrypling files with
d programs were affected by the attack, including utility, parking, and court services.[®! City $51,000 demand (via Bitcoin)
re forced to complete paper forms by hand.!®l Cause  SamSam Ransomware

CONFIDENTIAL REPORT:
Atlanta’s cyber attack could
cost taxpayers S$17 million

City cyberattack could cost taxpayers about $17 million <

Outcome Multiple municipal services down,
including databases and wi-fi
Years' worth of data destroyed

BamSam group; that the SamSam group is based out of Iran; and that the pair created City spends $2.7 million in

ansomware, the malware used in the attack. There are no affiliations with the government of recovering services

per 26, a grand jury indicted two Iranian hackers, Faramarz Shahi Savandi and Mohammad
h Mansouri, for the attack. The Department of Justice alleged that Savandi and Mansouri are
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And It’s Just Starting...

SHARE

a0 -~ | R p- S
Ransomware Map OOHINGIONO 5 vonTan SgaTTHA th?\é& 14\ ’--_Ottawa o {:
- 0. Y00 Y9008 008 ogan
9 eaes R W9 Onee e Uk
Education _ sé}o e 6““  Unmited st} ’ 9) ')c(%o‘\’?vrf‘o‘\ ’“Ph"adelpma

g OLORADO KANY
Q other 9 | AT WA’

9 . = VY a =20 Y
Law Enforcement CAL'FOOM oLas\\yls \ooxuﬁo-'-\, ””” 69947)%6;‘ ,(o(o’
9 Federal Government - ‘VOD.Q; é NEV@REXICO ‘ )w’_\és?ssw 9 \C(o\ An

£ i RBYMAY
Other/Nodata T . 9 o _____ ./ o
er / No data \ ﬂf goe C?Z)LHLUSIANA cofk\

%,_' < _. Gulf of
Gl ' ; Mexico
_ Me)uco,

Data Source: The Ransomware War by PC Matic CENTER FOR

DIGITAL

GOVERNMENT



Community cybersecurity will
become a new government service.
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Forbes Billionaires Innovation Leadership Monay Consumer Industry

Tips To Recruit In 2019

19 Recruiting Tips, Trends, & Strategies For 2019. Free eBook! iCIMS

How Hacked Cameras Are
Helping Launch The Biggest
Attacks The Internet Has Ever
Seen

Thomas Brewster forbes Staff
Security
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From loT-enabled cars...

m = Sections News Weather Sports Morning Investigators Contests Recipe Box ContactUs TV

News Weather School closings Sports Contests The Jason Show TV Listings Contact Fox 9

Man uses smart phone app to
steal Tesla from Mall of America

Man uses smart phone app to steal Tesla from Mall of «
America

=
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SecuritylIntelligence News Series

Smart Cities, Big Problems? The
Risk of Malware in IoT-Enabled
Infrastructure

April 27,2017 @ 6:31 AM

L 4 Cities are notoriously inefficient. As populations rise, everything
from mass transit and road maintenance to power generation

f and garbage collection becomes more complex and costly.

. Beyond ballooning budgets, there's also a push among residents

in for smarter services driven by Internet of Things (IoT)-enabled
infrastructure.
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Pushing Cybersecurity To The Top of IT Priorities
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2020 County CIO Priorities

Cybersecurity

Citizen Experience/E-Services provision
Hire and Retain IT Personnel

Business Intelligence/Analytics

Disaster Recovery/Continuity of Operations
Data Governance

Infrastructure Modernization

Cloud Computing

Budget and Cost Control/Increased Agency/
Department/IT Collaboration

10. Shared or Collaborative Services

©ONOUAWN S

Source: Center for Digital Government 2020
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And forcing legislators to respond...

I Cybersecurity

Out of Committee

Passed Original Chamber

T u
Q

Passed Second Chamber

Ve
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Sent to Executive

Enacted
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Evolving cybersecurity to a
function that spans beyond government walls.
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tate + Business Task Force

tate of Arizona

MAGAZINE NEWSLETTERS EVENTS PAPERS MARKET NAVIGA

Cybersecurity GovTech Biz Emerging Tech Cloud Gov

SECURITY

Arizona Governor Launches Cybersecurity Task
Force

The Arizona Cybersecurity Team, created by an executive order on March 1, is expected to foster a
collaborative approach to cybersecurity and education throughout the state.

BY THEO DOUGLAS / MARCH 2, 2018
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PROTECTING
NEW YORKERS
ONLINE

PROTECTING NEW YORKERS ONLINE

Mayor de Blasio Announces NYC
Secure, The City's First-Ever
Cybersecurity Initiative to Protect
New Yorkers Online

March 29, 2018

Free smartphone app to launch this summer and new security for public Wi-Fi
networks deploying now

NEW YORK - Mayor de Blasio today announced the launch of NYC Secure, a
pioneering cybersecurity initiative aimed at protecting New Yorkers online. Using a
steadily evolving suite of solutions, NYC Secure will defend New Yorkers from
malicious cyber activity on mobile devices, across public Wi-Fi networks, and beyond.
The first NYC Secure programs will include a free City-sponsored smartphone
protection abp that. when installed. will issue warninas to users when susbicious

itizen Cybersecurity

New York City, NY

Free smartphone app to
launch this summer and
new security for public Wi-
Fi networks deploying now

wve @ secune

e

NO THREAT DETECTED

Activity Monitor

NYC cSECURE

NOWINVCICa e b
BTC tiyour phone:

Get the free NYC Secure app

Alerts you to unsecure Wi-Fi networks, unsafe
apps in Android, system tampering & more

ﬂﬁ Helps you protect your phone and your privacy

I’ $0 to download, $0 to use, no in-app purchases,
no ads

Download the app
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Cybersecurity predictions for the future.
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Ransomware will have a bigger impact on consumers.

P o S
120160
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Social engineering will leverage Artificial Intelligence.

if you could disable 2 auth that would help

e thats the only thing stopping me

Oh no you don't need to do that

You just need to video chat with him quickly
What's the best way to reach you
i just need to borrow bitcoin till the morning
its urgent i'm with my father at the hospital
you can text me (646) 251-5666
e but i can't call at the hospital

What are you going to do with Bitcain before

the morning

i'm gonna meet up with someone and sell for
cash asap

e please help me

What happens if you don't get the moneay

then they will pull the plug on my father
e tomorrow afternoon please help me.

That's not how hospitals work CENTER FOR
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Cyber attack tools will get exponentially easier and
cheaper to use.

$23.99

1 month
1 Month Gold
Time per boot 2400 sec
Concurrents 1
Total network 220Gbps
Tools Included
Support 247

=
Obitcoin

$34.99

1 month

1 Month Diamond

Time per boot 3600 sec
Concurrents 2
Total network 220Gbps
Tools Included
Support 2417

=
Obitcoin

$44.99

10 years

Lifetime Bronze

Time per boot 600 sec
Concurrents 2
Total network 220Gbps
Tools Incluged
Support 24/7

=
Obitcoin
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Types of Cyber Attacks

EEEEEEEEE

EEEEEEEEEE



The different types of cyber attacks

Cyber crime worldwide cost $400 billion in 2015 and is forecast to reach $2 trillion in 2019*

On the way | DNS ] '1;;, X f’*'(
tO a WebSite h:._'{"‘” Domain sy)’_;:u.u /1 "; '?’;‘.‘r '\,"3'," \‘c:.\"“ ,3
/ \ g S
t Name AV .Y
System ,/
/ y - ""..‘ N\ r .} /‘.I/ i .
)' e - Cross-Site % X
Man-in-the- — % Scripting
tweare Middle Attacks \\ |
T '. , Injects malicious code ~ / |
'Malicious software" such as Hackers insert themselves into a website which SQL
ransomware, designed ' between your computer \ targets the visitor’s Injection
to damage or control and the web server | browser P Attack

>

a computer system

Phishing Corrupts data to make
a server divulge data,
such as credit cards

numbers, usernames

DDoS

Fake official emails (bank, Paypal)
link to fake websites, where victims
log in, giving up their passwords

Distributed Denial of Service:
a network of computers overload

a server with data, shutting it down
Source: Techterms.com, Lioyds of London, Forbes®
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Ransomware

How Ransomware Works

Ransomware starts with an unsolicited
email, typically designed to trick the victim
into clicking on an attachment or visiting a
webpage.

Q The ransomware
leverages flaws in
the computer’s
operating system to
force it to run
ransomware code.

The ransomware
encrypts important
files on the system
and demands a
ransom payment
using the digital
currency bitcoin.

> -2

o \/
The WannaCry ‘
ransomware uses \/

a Windows flaw to replicate
itself and spread around the
computer network.

Source: staff reports THE WALL STREET JOURNAL.
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File Server

. p-2-0
=

Command and Control Infected User Ransomware

OB




2 Search Bloomberg Sign

Cybersecurity

Cyber-Attack Hits U.S. Health
Agency Amid Covid-19 Outbreak

By Shira Stein and Jennifer Jacobs
Updated on

» NSC tweet on disinformation Sunday was connected to attack

» Cyber intrusion comes as U.S. battles the coronavirus pandemic
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New COVID-19 Cyber Risks

4 Possible Cybersecurity Risks Related to COVID-19:

Ventilator and Email malware ~ VPN/tele-work Telehealth

life support phishing and cloud-based  vulnerabilities
medical devices  campaignsand  vulnerabilities B
email frauds —
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I Cyber Security Mitigation Tactics
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Why is the current technology vulnerable?

The complexity of today’s technology means
vulnerabilities exist — think of iPhone updates
across all ‘computers’ on the network.
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Why is the current technology vulnerable?

Every device on the network has the
potential to create a ‘hole’ for a cyber attack
— from desktops to laptops to tablets to
mobile phones and now to loT devices.
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Why is the current technology vulnerable?

Every change to the technology opens up the
potential for a new ‘hole’.
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What technology should you buy?

Cyber tools are available but they aren’t the
fix —and there are lots of them.

Cyber tools require skills and funding.
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What technology should you buy?

Cyber Insurance —do | need it?
* Having the proper controls in place.
* Understand the risk to your operations.
* Understand what is covered.
*|s it a sound financial decision?
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What technology should you buy?

IT Outsourcing provides outside support but
requires different management skills

Moving to the Cloud can be more secure but
means moving to a services, operating
expense model comror |
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RECOVER

3

A Framework To Prepare
& Respond

RESPOND

<]
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RECOVER

Make full backups of important
business data and information

Continue to schedule
incremental backups

Consider cyber insurance

Make improvements to
processes/ procedures/
technologies

RESPOND

Develop a plan for
disasters and information
security incidents

1| IDENTIFY

Identify and control who has access to your business information
Conduct background checks

Require individual user accounts for each employee

Create policies and procedures for cybersecurity

2| PROTECT

Limit employee access to data and information

RECOVER u‘
\ Install Surge Protectors and Uninterruptible Power

ﬁ' PROTECT Supplies (UPS)

Patch your operating systems and applications
_ # routinely
en bzl = Install and activate software and hardware firewalls
[ DETECT on all your business networks

Secure your wireless access point and networks

Set up web and email filters
DETECT

Use encryption for sensitive business information
Install and update anti-virus,
anti-spyware, and other

anti-malware programs Train your employees

Dispose of old computers and media safely

Maintain and monitor logs



NIST Cyber Security Framework

Access Control

Asset Management

-
Business
Environment
Governance
Risk Assessment

=5

Risk Management
Strategy

-

Awareness and
Training

Info Protection
Processes and
Procedures )

Maintenance
.

Protective

Technology

Source: NIST.gov

Identify Detect

y

Recover

Recovery Planning
Communications

Anomalies and
Events

Security Continuous
Monitoring

Detection Processes
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General Preparation Tips

EEEEEEEEE

DIGITAL

VERNMENT



How do you prepare for a cyber disaster?

Recognize that protection of citizen data is
not the sole responsibility of the CIO — it
requires department and executive
cooperation.
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How do you prepare for a cyber disaster?

Treat a cyber disaster in the same way as a
physical disaster — with the same planning
and coordination.
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How do you prepare for a cyber disaster?

Examine current practices for backup and
recovery of critical data — treat data like
other critical assets — buildings, vehicles,
people.
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How do you prepare for a cyber disaster?

Allocate the necessary funds over the long
term to maintain and upgrade the
technology.
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How do you prepare for a cyber disaster?

Look for opportunities to share cyber
expertise across state and local resources —
develop the relationships ahead of a disaster.
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General Response Tips
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How do you respond to a cyber disaster?

Recognize that you won’t see it coming — it
may already be started.

It will happen quickly and response time
must be immediate.
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How do you respond to a cyber disaster?

Responsibilities between the CIO, Departments and
Executives must be established ahead of time and
processes in place to evaluate the impact of the

disaster.

Decisions must be made by County Executives — not left
to the CIO.
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How do you respond to a cyber disaster?

A single focal point for public relations must
be established and a communication plan
developed.
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Where To Start
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Look at cybersecurity under the lens of enterprise risk
management. There is no 100% solution. Cyber
Security requires the attention of the executive,
departmental and legislative branch.



Explore applying a shared services model to cybersecurity
') [ capabilities — partnership between state and local
government is essential. Establish relationships now.



3 Evaluate cyber security protections and plans regularly. The
technology is growing in importance to your citizens.



What does this mean to Counties?

Before During After
Disaster Recovery * Stopping the Attack * Post Attack Forensics
' . i i * Plan to Avoid Future
Planning O.pe.ratlonallze Plans ol
Contim}ity of _ . Flnd.ln.g a Partner * Enhance Perimeter
Operations Planning * Notifying Proper Defenses
Perimeter Defenses Authorities * Enhance Intrusion
_ * Verifying Extent of Defenses
Intrusion Defenses Attack * Enhance Monitoring
T * Procuring * Enhance Employee
MONILOLINg 3 - Technologies to Assist Training
Employee Training + Engaging + Re-evaluate
Cybersecurity Cybersecurity Cybersecurity Insurance

Insurance Provider
Insurance
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What does this mean to Counties?

> Esgg@ i nS gSP?a S @O ssts”S

$SS 885 $SS
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I Cybersecurity Resources
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Federal Resources for State & Local Agencies

https://www.cisa.gov/cisa/cybersecurity-assessments This is a general listing of CISA’s cyber assessments.

https://www.us-cert.gov/resources/ncats This URL has sample reports for our NCATS Assessments.

https://www.us-cert.gov/resources/assessments This URL has specifics about the Cyber Resilience Review
and associated resource guides.

https://www.us-cert.gov/ics/Downloading-and-Installing-CSET To download the Cybersecurity Evaluation
Tool (CSET). The CSET has resource library with sample policies and procedures.

https://www.stopthinkconnect.org/ For National Cybersecurity Awareness Month (NCSAM)
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https://urldefense.proofpoint.com/v2/url?u=https-3A__www.cisa.gov_cisa_cybersecurity-2Dassessments&d=DwMGaQ&c=LFYZ-o9_HUMeMTSQicvjIg&r=ENPHL3jrfu5TLc6CwTZ1dg&m=BBPWfIFKqRXCvi89EgIeX-ai8p75ClmSRU6VSkhxP3k&s=dPgsQnVGwgR98wieFdmPz91zkC8GXDKl1LXgFNZImxk&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.us-2Dcert.gov_resources_ncats&d=DwMGaQ&c=LFYZ-o9_HUMeMTSQicvjIg&r=ENPHL3jrfu5TLc6CwTZ1dg&m=BBPWfIFKqRXCvi89EgIeX-ai8p75ClmSRU6VSkhxP3k&s=Ge2UB3vBTAZBb_Hb_r0rPCyJXOht_c-IimmSfZeBkkw&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.us-2Dcert.gov_resources_assessments&d=DwMGaQ&c=LFYZ-o9_HUMeMTSQicvjIg&r=ENPHL3jrfu5TLc6CwTZ1dg&m=BBPWfIFKqRXCvi89EgIeX-ai8p75ClmSRU6VSkhxP3k&s=CeP-kjaH2B5w6VyTef_3KnUfOwccVfXMOvipK-evaoQ&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.us-2Dcert.gov_ics_Downloading-2Dand-2DInstalling-2DCSET&d=DwMGaQ&c=LFYZ-o9_HUMeMTSQicvjIg&r=ENPHL3jrfu5TLc6CwTZ1dg&m=BBPWfIFKqRXCvi89EgIeX-ai8p75ClmSRU6VSkhxP3k&s=xU_i2ngK2vLeSOO4V_hZVrlmzyPV3jNOV0aXuE5LSFw&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.stopthinkconnect.org_&d=DwMGaQ&c=LFYZ-o9_HUMeMTSQicvjIg&r=ENPHL3jrfu5TLc6CwTZ1dg&m=BBPWfIFKqRXCvi89EgIeX-ai8p75ClmSRU6VSkhxP3k&s=u8Z9-juLlVV0LYhDUJ-oliAWdCt2QpozwRWZHCcQE_s&e=

STRONGER TOGETHER:

State and Local Cybersecurity Collaboration

Executive Summary

With a dramatic uptick in ransomware attacks across the country, governors, state chief
information officers (ClOs) and state government executives are designing and implementing
programs to strengthen local partnerships in cybersecurity. State governments are
increasingly providing services to county and municipal governments, including endpoint
protection, shared service agreements for cyber defensive tools, incident response and
statewide cybersecurity awareness and training. This publication outlines promising
'''''''' that cratne houn initinead £n anhanea sallshaearign with their local government

!l recommendations for state

rnment officials on cybersecurity.

accurate threat picture to enhance
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CENTER FOR

DIGITAL

GOVERNMENT




Government Finance

Review
April 2020 Edition

BY PHIL BERTOLINI

Be Ready
When (Not
You’re Hit with
a Cyber Attack

urworld today canbea
scary place, especially
when we look at the role
of technology in our
everyday lives. People use
technology for just about everything
today, including managing their
finances, protecting their property, or
simply starting their car. Thereisan
app for everything, or so they say, but
are the apps secure enough to make
sure that no one steals our identities
or our hard-earned money? Will our
personal information be protected,
or are we willing to accept the riskin
order to have an easier way of life?

These guestions are top of mind for
most people—and governments have
these same questions, eoupled with the
necessity of managing technologies that
provide services for the betterment of
their citizens. Many of these services,
like those provided by law enforeement,
are crucial to saving lives every day.
Governments rely on technology,

but they also have limited funding

for developing these technologies.
Funding priorities do not always put
eybersecurity at the top of the list,
prompting the “bad actors” of the world
to prey on those that are less protected.
The harsh reality is that the battle
against eyber eriminals may change
over and over, but it will never end.

The Latest Scourge

The latest seourge on government
technology is the emboldened process
of locking up technology resources and
foreing governments Lo pay a ransom,
better known as ransomware. The
eriminals harvest information from
unsuspecting government workers

by using phishing scams or by simply
providing inviting but malicious links.
They prey on the technically weak

because they ean. Local governments
have moved up the list of organizations
targeted by eriminals because in

many cases they are the weak and
because of their lack of funding coupled
with limited eyber protections.

These criminals are often characterized
as misguided 16-year-olds working out of
their parents’ basements when in reality,
they are part of organized crime and/or
nation-states that see cybercrime as a way
to crush the finances of their enemies.
They often use mechanized attacks

that pound on government systems
relentlessly, sometimes reaching into the
millions of attempts. They look for holes
left as governments frequently change
their systems to keep up with the needs of
the ization. In fact, ther re
phenomena represents an estimated

$7.5 billion enterprise, making criminals
wealthy beyond belief. Data published by
the MIT Technology Review illustrates
the level of impact ransomware is having
on governments across the nation. The
study estimates that approximately

966 government agencies were affected
in 2019, along with 89 universities

and 1,233 individual schools.

“Most American local governments do
a poor job practicing eybersecurity,”
according to a study by the University
of Maryland. This study also found
that a little more than one-third

of governments did not know how
frequently security incidents occurred,
and that approximately two-thirds

of governments did not know how
often their systems were breached. A
eyber eriminal could in fact be buried
within a target’s systems for hundreds
of days before striking. The lack of
awareness by government is exaetly
what the eriminals count on and is
why it is not “if” a government will be
successfully attacked, but “when.”

The harsh
reality is that the
battle against
cyber criminals
may change over
and over, but it
will never end.

Fast and Furious

These attacks are coming at arate so
fast and furious that governments
cannot keep up. Governments of all
sizes, especially local governments,
are ill-equipped to handle the
problem, especially with many budgets
declining annually. Services are
adversely affected by ransomware.
For example, some governments
recently saw their 911 systems go
down, failures of computer-aided
dispatch, website erashes, and phone
system malfunctions, along with the
severe financial impaet of paying
ransoms or recovering systems.

Many organizations will foeus on
technology but soon realize that
ransomware is predominantly a
“people” problem. According to some
estimates, more than 80 percent of
attacks are people-related—to put

it simply, they are caused by the
questionable behavior of people.
And governments are aware that the
problem is a priority, but the funding
doesm’t always get to where it needs
to go. Data gathered by the Center
for Digital Government show that
eybersecurity is the top priority for
states, cities, and counties. At the
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V- I &A Phil Bertolini | pbertolini@erepublic.com
| rt U a Q Co-Director, Center for Digital Government
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