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Cyber Security Issues and Trends





And It’s Just Starting…

Data Source: The Ransomware War by PC Matic



Community cybersecurity will 

become a new government service.





From IoT-enabled cars…





Pushing Cybersecurity To The Top of IT Priorities



2020 County CIO Priorities

Source: Center for Digital Government 2020



And forcing legislators to respond…

Cybersecurity



Evolving cybersecurity to a 
function that spans beyond government walls.



State + Business Task Force

State of Arizona



Citizen Cybersecurity

New York City, NY



Cybersecurity predictions for the future. 



Ransomware will have a bigger impact on consumers. 



Social engineering will leverage Artificial Intelligence.



Cyber attack tools will get exponentially easier and 
cheaper to use. 



Types of Cyber Attacks





Ransomware







New COVID-19 Cyber Risks



Cyber Security Mitigation Tactics



Why is the current technology vulnerable?  

The complexity of today’s technology means 
vulnerabilities exist – think of iPhone updates 
across all ‘computers’ on the network.



Why is the current technology vulnerable?  

Every device on the network has the 
potential to create a ‘hole’ for a cyber attack 
– from desktops to laptops to tablets to 
mobile phones and now to IoT devices.



Why is the current technology vulnerable?  

Every change to the technology opens up the 
potential for a new ‘hole’.



What technology should you buy?

Cyber tools are available but they aren’t the 
fix – and there are lots of them.

Cyber tools require skills and funding.



What technology should you buy?

Cyber Insurance – do I need it?
•Having the proper controls in place.
•Understand the risk to your operations.
•Understand what is covered.
• Is it a sound financial decision?



What technology should you buy?

IT Outsourcing provides outside support but 
requires different management skills

Moving to the Cloud can be more secure but 
means moving to a services, operating 
expense model



A Framework To Prepare
& Respond

Source: NIST.gov





Source: NIST.gov



General Preparation Tips



How do you prepare for a cyber disaster?

Recognize that protection of citizen data is 
not the sole responsibility of the CIO – it 
requires department and executive 
cooperation.



How do you prepare for a cyber disaster?

Treat a cyber disaster in the same way as a 
physical disaster – with the same planning 
and coordination.



How do you prepare for a cyber disaster?

Examine current practices for backup and 
recovery of critical data – treat data like 
other critical assets – buildings, vehicles, 
people.



How do you prepare for a cyber disaster?

Allocate the necessary funds over the long 
term to maintain and upgrade the 
technology.



How do you prepare for a cyber disaster?

Look for opportunities to share cyber 
expertise across state and local resources –
develop the relationships ahead of a disaster.



General Response Tips



How do you respond to a cyber disaster?

Recognize that you won’t see it coming – it 
may already be started.

It will happen quickly and response time 
must be immediate.



How do you respond to a cyber disaster?

Responsibilities between the CIO, Departments and 
Executives must be established ahead of time and 
processes in place to evaluate the impact of the 
disaster.

Decisions must be made by County Executives – not left 
to the CIO.



How do you respond to a cyber disaster?

A single focal point for public relations must 
be established and a communication plan 
developed.



Where To Start



Look at cybersecurity under the lens of enterprise risk 
management. There is no 100% solution.    Cyber 
Security requires the attention of the executive, 
departmental and legislative branch.

1



Explore applying a shared services model to cybersecurity 
capabilities – partnership between state and local 
government is essential.   Establish relationships now.

2



Evaluate cyber security protections and plans regularly.  The 
technology is growing in importance to your citizens.3



What does this mean to Counties?

Before
• Disaster Recovery 

Planning

• Continuity of 
Operations Planning

• Perimeter Defenses

• Intrusion Defenses

• Monitoring

• Employee Training

• Cybersecurity 
Insurance

During
• Stopping the Attack

• Operationalize Plans

• Finding a Partner

• Notifying Proper 
Authorities

• Verifying Extent of 
Attack

• Procuring 
Technologies to Assist

• Engaging 
Cybersecurity 
Insurance Provider

After
• Post Attack Forensics

• Plan to Avoid Future 
Attacks

• Enhance Perimeter 
Defenses

• Enhance Intrusion 
Defenses

• Enhance Monitoring

• Enhance Employee 
Training

• Re-evaluate 
Cybersecurity Insurance



What does this mean to Counties?

$$$

$$$
$$$

$$$
$$$

$$$

$$$

$$$

Everything has a cost!!



Cybersecurity Resources



Federal Resources for State & Local Agencies

https://www.cisa.gov/cisa/cybersecurity-assessments This is a general listing of CISA’s cyber assessments.

https://www.us-cert.gov/resources/ncats This URL has sample reports for our NCATS Assessments.

https://www.us-cert.gov/resources/assessments This URL has specifics about the Cyber Resilience Review 
and associated resource guides.

https://www.us-cert.gov/ics/Downloading-and-Installing-CSET To download the Cybersecurity Evaluation 
Tool (CSET). The CSET has resource library with sample policies and procedures.

https://www.stopthinkconnect.org/ For National Cybersecurity Awareness Month (NCSAM)

https://urldefense.proofpoint.com/v2/url?u=https-3A__www.cisa.gov_cisa_cybersecurity-2Dassessments&d=DwMGaQ&c=LFYZ-o9_HUMeMTSQicvjIg&r=ENPHL3jrfu5TLc6CwTZ1dg&m=BBPWfIFKqRXCvi89EgIeX-ai8p75ClmSRU6VSkhxP3k&s=dPgsQnVGwgR98wieFdmPz91zkC8GXDKl1LXgFNZImxk&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.us-2Dcert.gov_resources_ncats&d=DwMGaQ&c=LFYZ-o9_HUMeMTSQicvjIg&r=ENPHL3jrfu5TLc6CwTZ1dg&m=BBPWfIFKqRXCvi89EgIeX-ai8p75ClmSRU6VSkhxP3k&s=Ge2UB3vBTAZBb_Hb_r0rPCyJXOht_c-IimmSfZeBkkw&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.us-2Dcert.gov_resources_assessments&d=DwMGaQ&c=LFYZ-o9_HUMeMTSQicvjIg&r=ENPHL3jrfu5TLc6CwTZ1dg&m=BBPWfIFKqRXCvi89EgIeX-ai8p75ClmSRU6VSkhxP3k&s=CeP-kjaH2B5w6VyTef_3KnUfOwccVfXMOvipK-evaoQ&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.us-2Dcert.gov_ics_Downloading-2Dand-2DInstalling-2DCSET&d=DwMGaQ&c=LFYZ-o9_HUMeMTSQicvjIg&r=ENPHL3jrfu5TLc6CwTZ1dg&m=BBPWfIFKqRXCvi89EgIeX-ai8p75ClmSRU6VSkhxP3k&s=xU_i2ngK2vLeSOO4V_hZVrlmzyPV3jNOV0aXuE5LSFw&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.stopthinkconnect.org_&d=DwMGaQ&c=LFYZ-o9_HUMeMTSQicvjIg&r=ENPHL3jrfu5TLc6CwTZ1dg&m=BBPWfIFKqRXCvi89EgIeX-ai8p75ClmSRU6VSkhxP3k&s=u8Z9-juLlVV0LYhDUJ-oliAWdCt2QpozwRWZHCcQE_s&e=
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